MpunoxeHue 2
MHOOPMALIMOHHASA NAMATKA
ANnA OBYHAOLWMNXCA

C KaXablM roAOM MOJIOAEXWN B MHTEPHETE CTAaHOBUTLCS 60NblUe, @ LWKOJbHUKN O4HM
M3 CaMblX aKTMBHbIX Mofib3oBaTenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOIO
KOIMYecTBa BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. OTa NaMsATKa AOJSIKHA
noMoyb Tebe 6€30nacHO HaxXoaMUTbLCSA B CETU.

KomnbloTepHble BUPYChI

KOMNbIOTEPHbLIN  BMPYC - 3TO  PasHOBMAHOCTb  KOMMbIOTEPHbIX  MpoOrpamm,
OT/IMYNTENIbHON OCOBEHHOCTLIO KOTOPOWN SIBASIETCS CNOCOBHOCTb K pa3sMHOXeHuto. B
AOMOSIHEHNE K 3TOMY, BUPYCbl MOryT MOBpPeAuTb WM MOSIHOCTbI YHUYTOXMUTb BCEe
¢dannbl U AaHHble, NOAKOHTPO/SbHbIE MOMIb30BATEN0, OT WMMEHW KOToporo 6bina
3anyweHa 3apaxeHHas nporpamMMa, a TakKXe MNOBpeAUTb WAW AaXe YHUYTOXWUTb
OnepauMoHHYID CUCTEeMY CO BCceMW dannamm B uUenoM. B 6onblIMHCTBE Cny4vaes
pacnpoCTPaHSATCS BUPYCbl Yepe3 MHTEpPHET.

MeToAbl 3aWnTbl OT BPEAOHOCHbIX MPOrpamMMm:

1. icnonb3yi coBpeMeHHble OnepaunoOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alNTbl OT BPeAOHOCHbIX Nporpamm;

2. MNMocToaHHO ycTaHaBnmBam naytm (UndpoBble 3anaaTkM, KOTOpble aBTOMaTU4YeCKM
yCTaHaB/IMBAKOTCA C uenbio aopaboTku nporpamMmbl) U Apyrve O6HOBNEHUS CBOEN
onepaumoHHON cuctembl. CkaumBam UX TONbKO C oduLManbHOro cata paspaboTumka
OC. Ecnun cyLwecTByeT pexuM aBToMaTM4YeCcKoro o6HOBNEHUS, BKOUM €ro;

3. PaboTan Ha cBOeM KOMMNbIOTEpPE NoA NpaBaMu Nonb3oBaTens, a He agMMHUCTpaTopa.
OTO He No3BONUT 6ONbLWNHCTBY BPeAOHOCHbIX MPOrpaMM UHCTaNIMPOBaTbLCA Ha TBOEM
nepcoHasibHOM KOMMNbIOTEpPE;

4. cnonb3yn aHTUBUPYCHbIE NpOorpaMMHble MPOAYKTbl M3BECTHbLIX NpoM3BoaUTENEN, C
aBToMaTMyeckMMm obHoBneHneM 6as;

5. OrpaHnyb GM3MYeCcKuin 40CTyN K KOMNbIOTEPY AN NMOCTOPOHHUX NnL;

6. Mlcnonb3yi BHELWHME HOCUTENn MHGOpMaLumKn, Takne Kak dnewka, guck nnn damn
N3 MHTepHeTa, TONIbKO N3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBa KOMNbIOTEPHbIE aifbl, NONYYEHHbIE U3 HEHAAEXHbIX NCTOYHMKOB.
[axe Te pannbl, KOTOpblE NpUCNan TBOM 3HAaKOMbIN. Jlyylle yTOYHW Y HEero, oTnpasnsn
v oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepeaayn AaHHbIX, HE TEXHONOMMS, a BCero Nuwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHAackas KomMnaHusa 3apernctpuposana 6peHa "WECA", yto



obo3Hauano cnosoco4vetaHme "Wireless Fidelity", koTopbli nepeBoAUTCS Kak
"6ecnpoBoaHas TOYHOCTbL".

[o Hawero BpeMeHn gowna apyras abbpesuatypa, KOTOpas SBMASETCA TakKoW Xe
TexHonormnen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3zBaHue 6bINO AaHO C HAMEKOM Ha
CTaHAapT BbICWIEN 3BYKOBOW TexHMKM Hi-Fi, yTo B mepeBoae o3Ha4daeT "BblCOKas
TOYHOCTbL".

[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, oTensAxX n asponoprax ABNSETCA OT/IMYHOM
BO3MOXHOCTbIO BbIX0Aa B WHTEepHeT. Ho MHorme 3KcnepTbl CUYMTAT, 4TO
obwepnoctynHblie Wi-Fi ceTn He aBnsoTcs 6e30nacHbIMU.

CoBeTbl No 6e3onacHocTn paboTbl B 06LeaocTynHbix ceTax Wi-fi:

1. He nepepaBan cBOWO NMYHYO MHMDOpMauuto 4yepe3 obuepoctynHbie Wi-Fi ceTtwn.
PaboTas B HUX, XenaTtenbHO He BBOAMTb NApoauM AOCTYNa, IOTMHbI U KaKne-To HoMepa;
2. icnonb3yn n o6HOBNSA aHTMBUPYCHbIE NporpamMmMbl U 6paHaMayep. TeM caMbIM Thbl
obe3onacub ceba OT 3aKaukM BUpyCa Ha TBOe YCTPOMCTBO;

3. Mpu wncnonb3zosaHum Wi-Fi oTknwoum dyHkumio "Obwmii goctyn K dannam m
npuHTepam". [aHHas @YHKUMA 3aKpbliTa MO YMOJYaHWUIO, OAHAKO HeKoTopble
nosb30oBaTeNnu akTMBUPYIOT ee Ansg yaobcTea ncnonb3oBaHus B pabote unm yyebe;

4. He vcnonb3yin nybnndynbin WI-FI gns nepegaydv NNYHbIX AaHHbIX, HanpuMmep Ans
BbIX0A4a B COUMAsIbHbIE CETU UM B SNIEKTPOHHYIO MOYTY;

5. Ucnonb3yn TonNbkKo 3awmuieHHoe coeanHeHmne yepe3d HTTPS, a He HTTP, T.e. npu
Habope Beb6-agpeca BBoan MMeHHO "https://";

6. B m™MobunbHoM TenedoHe oTkaum  dyHkumio  "MoakntodveHne K Wi-Fi
aBToOMaTmyeckn". He gonyckaln aBTOMaTMYECKOro NMOAKIOYEHMS YCTPOMCTBA K CETSM
Wi-Fi 6e3 TBOEro cornacwus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAST B Hally XXW3Hb, MHOrMe ftoan paboTalT U XUBYT
TaM MNOCTOAHHO, a B Facebook yxe 3apeructpypoBaH Muanuapg 4enoBek, 4TO
ABNSIETCA OAHOM CeabMOM BCexX XuTenen nnaHeTbl. MHorme nonb3oBaTesin He
NMOHMMalOT, YTO MHMDOPMaLUS, pa3MeLleHHas UMN B COUMAlbHbIX CETAX, MOXET ObITb
HangeHa M MCMNonb3oBaHa KeM YrogHo, B TOM 4ucie He obs3atenbHo ¢ 6narmmu
HaMepeHUsIMHU.

OcHOBHbIe coBeTbl N0 6€30NacHOCTN B COUMANbHbIX CETAX:

1. OrpaHuyb cnucok Apy3en. Y Teba B ApPYy3bAX HE AO/MHKHO OblTb ClyYamHbIX M
HEe3HaKOMbIX Il0AeN;

2. 3awmuwan cBO YacTHYIO XW3Hb. He ykasbiBai naponun, tenedoHbl, agpeca, aAaTty
TBOEro pOXAEHUS W APYrYI AWYHYO MWHbOpMaUnUo. 3N0YMbILWIEHHUKN  MOryT
MCNoAb30BaTbh Aa)ke WHdoOpMauMio O TOM, KakK Tbl M TBOM poauTenU MnjaHupyeTe
NPOBECTU KAHUKY/IbI;

3. 3awumLan cBo penyTaumio - AepXn ee B YNCTOTE M 3adaBan cebe BONpoC: xoTen
6bl Tbl, 4TOObI ApYyrMe Nosb3oBaTeNM BMAEAN, YTO Thl 3arpyxaewb? lNMogyman, npexae
yeM YyTo-TO onybsMKoBaTb, HANUCATb U 3arpy3nTb;



4. ECnn Tbl rOBOPULLb C IIOABMU, KOTOPbIX HE 3HaelWb, HE UCMONb3YN CBOE peasibHoe
UMSA U APYTYIO JINYHY0 MHDOPMaLUMN: NMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;
5. N3berai pasmeleHusa ¢potorpaduin B UHTEepHETE, rae Tbl n306paxkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO onpenesnnTb TBOe MeCTOMNOsI0XEHUE;

6. MNpwn perncrpaunm B coumanbHoM cetn Heob6XxoanMOo NCNOMb30BaTb CIOXKHbIE Napo/u,
cocToswme n3 6ykB n UMdp 1N ¢ KONMYECTBOM 3HAKOB He MeHee 8;

7. 0nsa counanbHON CEeTU, NOYThbl U APYTrUX CauTOB HEOH6XOAMMO NCNOMb30BaTh pasHble
naponu. Toraa ecnu Tebs B3NOMatOT, TO 3/10YMbILWWAEHHMUKN NMOAy4YaT AOCTYN TONbKO K
OAHOMY MecCTy, a He BO BCe cpasy.

ONeKTPOHHbIE AeHbIN

DNEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbLIN Crocob nnaTtexen, OAHaAKO CYLEeCTBYHOT
MOLUEHHWNKUN, KOTOPble XOTAT MNONYYUTb 3TN AEHbIU.

DNeKTPOHHblEe AEHbIMM MNOSABUINCE COBCEM HEAABHO M MMEHHO M3-3a 3TOro BO MHOMMX
rocygapcreBax A0 CUMX MOP He NPONMCaHo Npo HUX B 3aKOHaXx.

B Poccumn ke OHM (DYHKUMOHUPYIOT M O HUX YXe MNPONMCaAHO B 3aKOHEe, rae wux
pa3fensioT Ha HECKOSIbKO BUAOB - aHOHUMHbIE N HE @HOHUMHbIE. PasHunua B TOM, 4YTO
aHOHMMHbIE - 3TO Te, B KOTOPbIX pas3pelwaeTcs nNpoBOAUTbL onepauun 6e3
naeHTuduKaunum nonb3oBaTens, a B HEAHOHUMHbIX MAeHTMdMKauMsa nonb3oBaTens
apnseTca oba3aTenbHON.

Takxe crneayeT pasnmyaTb N1EKTPOHHblE dMaTHble AeHbr (PaBHbl FOCYAapCTBEHHbIM
BanOTaM) W 3SNEKTPOHHble HeduaTHble AeHbrn (He paBHbl rOCYAApPCTBEHHbIM
BasiloTaM).

OcHoBHbIe coBeTbl N0 6e3onacHol paboTe € 3NEKTPOHHLIMU AEHbraAMMU:

1. MpuBsaxun K cyeTy Mo6UNbHLIN TenedoH. OTo caMblii YA06HbIM 1 6bICTPLIM cnocob
BOCCTa@HOBMUTb AOCTYN K cyeTy. MNpuBa3aHHbIA TenedoH NOMOXeT, ecnu 3abyaellb CBOM
naaTeXHblM Napofb UK 3angellb Ha CaluT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yin oaHopa3oBble naponu. Mocne nepexoga Ha YCUIEHHYIO aBTOpM3auMIO
Tebe yxxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXu UM nepexsaTta NaaTeXHOro napons;
3. Bblbepu cnoxHbln naponb. MpectynHukam 6yaeTr He MpPOCTO yragaTb CNOXHbIN
naponb. HagexHble naponn - 370 Naponun, KOTopble coaepXaT He MeHee 8 3HaKOB U
BK/IIOYAOT B cebs CTpouHble U NPONUCHble 6YKBbI, UNGPbI U HECKOIbKO CUMBOJIOB,
Takue Kak 3Hak gonnapa, dyHTa, BoCcKauuaTenbHblK 3HaK 1 T.n. Hanpumep, $tRONng!;;
4. He BBOAW CBOM NINYHbIE AAaHHbIE HA CalTaX, KOTOPbIM He AOBepseLlb.

AneKTpoHHas no4rta

DNeKTPOHHas noyTa - 3TO TEXHOMIOMMSA N NPeAOoCTaBsieMble €10 YCNYrn No nepecblsike
N MONYYEHUIO 3NTEKTPOHHbIX COO6LEHNI, KOTOPbIE pacnpeaensitoTcs B KOMMNbIOTEPHOM
cetu. O6blYHO 3MEKTPOHHbIA MNOYTOBbLIA SIWMK BbIMNSAUT cneaylowmnMm ob6pasom:
UMA_Nonb3oBaTensa@uMsa_aoMeHa. Takxke KpoMe nepeaadun NnpocToro Tekcra, MMeeTcs
BO3MOXHOCTb nepeaasaTb dhannbl.

OcHoBHbIe coBeTbl N0 6e3onacHo paboTe C 3N1EKTPOHHON NOYTOM:



1. Hapo BbibpaTb NpaBubHbIA MOYTOBbLIN CEPBUC. B MHTEpHETEe eCTb OFPOMHbIN BbI6Op
6ecnnaTHbIX NOYTOBbLIX CEPBMUCOB, OAHAKO ny4ylle A0BepsTb TEM, KOro 3Haewb U KTO
nepBbIfi B peUTUHTE;

2. He yka3sbiBah B MYHOMN NOYTE NNYHYIO MHMDOpMauuto. Hanpumep, nydile BbibpaTb
"My3blKkanbHbI_daHaTt@" nnm "pok2013" BMecTo "Temal3”;

3. icnonb3yi ABYX3TaMHy aBTopM3aumio. ITO KOrga noMMMO Napons HY>XXHO BBOAUTb
KoA, NpucblnaemMblit no SMS;

4. Bblbepn CNOXHbIM naposnb. Ons KaXaoro noyYToBOro silMKa Ao/MKeH 6biTb CBOM
HaAeXHbI, YCTOMYUBBIA K B3/IOMY Naponb;

5. Ecnn ecTb BO3MOXHOCTb HamucaTb CaMOMY CBOW JIMUYHbLIA BOMPOC, WUCMOMb3YyN 3Ty
BO3MOXHOCTb;

6. Ncnonb3yn HECKONbKO MOYTOBbLIX SALMKOB. [MepBbll AN YacTHOM Mepenncku C
aapecaTaMn, KOTOpbIM Tbl 4OBepsiellb. DTO 3NEKTPOHHbIN agpec He Ha40 MCMNOoNb30BaTb
npu perncrtpaummn Ha dopymax n camTax;

7. He oTkpbiBan annbl U apyrue BAOXEHUS B NUCbMax, AaXe eC/in OHM Npuwnm oT
TBOMX Apy3en. Jlydle yTOUHN Y HUX, OTNpaBnaan nm oHn tebe atn dannbl;

8. lMocne okOH4YaHMA paboTbl Ha MOYTOBOM CepBUCE Nepes 3aKpbITUEM BKAAAKU C
canToM He 3abyab HaxaTb Ha "BeinTn".

Kn6epO6ynnuHr nnm BupTtyanbHoe nsaeBaTenibCTBO

KnbepbynnuHr - npecnegoBaHne cooblieHusMKn, coaepxawnMmm ockopbneHus,
arpeccuto, 3anyrmBaHue; XyJUraHcTBO; counanbHoe 60MKOTMpOBaHME C MOMOLLbIO
Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ kMbepbyIMHIOM:

1. He 6pocarica B 6oi. Jlydwmnit cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, eCnu HeT
TOro, K KOMY MOXHO 06paTuTbCs, TO BHayane YCNOKOWUTbCA. ECnmM Tbl HauHelwb
oTBeYaTb OCKOpOHIEHMAMM Ha OCKOpbeHUs, TO TOoNbKO ewe 6onblie pas’oxXellb
KOHMINUKT;

2. YnpaBnsi ceoen knbeppenyrtauymen;

3. AHOHMMHOCTb B CeTM MHUMas. CyLllecTBYHT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTU XyNuUraHckmm obpas BMpTyanbHON XnU3HN. NHTepHeT huKcupyeT Bce
TBOW AENCTBUS U COXPAHAET uUX. YAanutb ux 6yaet KpanHe 3aTpyAHUTENbHO;

5. Cobniogan cBo BUPTYasnbHYK YeCTb CMOJIOAY;

6. WrHopupyh eanmHuyHbln Heratme. OAHOpa3o0Bble OCKOpP6UTENbHble CoobLEeHNA
nyduwe nrHopmpoBaTb. O6bIYHO arpeccus npekpallaeTcs Ha HavyaabHOM cTaaun;

7. baH arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbIMWN COOBLLIEHMSIMU, B COLMANbHbIX
CeTX eCTb BO3MOXHOCTb 6/0KMPOBKM OTNpaBKM Coob6LWEHNI C onpeaeneHHbIX
afpecos;

8. Ecnn TblI cBupetenb kubepbynnuHra. TBOWM [AENCTBUSA: BbICTYNUTb MNPOTMB
npecnepoBartens, nokasaTb €My, 4YTO ero JAencTBUS OLEHMBAKTCA HeraTuBHO,
NoAAepXaTb XepTBY, KOTOPOM HYXHa NcMxonornyeckas noMoLLb, COObLWNTb B3pOCbIM
0 (baKTe arpeccuBHOro NoBeaeHns B CETW.



Mo6unbHbIN TenedoH

CoBpeMeHHble CMapT@OHbl W MNAaHWeTbl coaepxaT B cebe BMNOMHE B3POC/bIN
dyHKUMOHAnN, 1 Tenepb OHM MOrYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMM KOMMbOTEPAMMU.
OpHako, cpeacTB 3aWwmThl AN NOA06HbIX YCTPOMCTB NOKA OYeHb Mano. TeCTupoBaHue
N MNOUCK YA3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCUBHO, Kak an4 MK, To e camoe
KacaeTcsi U MOBUbHbBIX MPUNTOXEHUN,

CoBpeMeHHble MOb6uNbHble 6pay3epbl yXe MpaKTUYeCcKn [OrHanuM HacTofbHble
aHanorm, ogHako paclmpeHue dyHKLMoHana BaedyeT 3a coboi 60/bLUY CNOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTD.

[aneko He BCe Npon3BOAMTENN BbiNyCKalOT 06HOBNEHUSA, 3aKpblBalOLLMe KpUTnyeckune
YSI3BUMOCTWN ANS CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ans 6e30nacHOCTM MO6UNbLHOro TenedoHa:

Huuyero He aBnsieTcs no-HacTosiweMy 6ecnnaTHbIM. Byab OCTOpoOXeH, Beab Koraa Tebe
npeanaratoT 6ecnnaTtHbli KOHTEHT, B HEM MOryT 6biTb CKPbITbl Kakuve-TO MiaTHble
ycnyru;

Oymain, npexae dyem otnpaButb SMS, ¢oTo Mnm Buaeo. Tbl TOYHO 3HaelWb, FAE OHWU
6yayT B KOHEYHOM utore?

HeobxoanMMo 06HOBNATL ONepauMoOHHY0 CUCTEMY TBOEro cMapTdoHa;

Ncnonb3yn aHTMBMPYCHblE NporpaMMbl AN MObuNbHbIX TenedoHOB;

He 3arpyxai npuaoXeHus OoT HEM3BECTHONO0 UCTOYHWMKA, BeAb OHM MOTyT coAepXaTb
BpeaoHOCHoe nporpaMMHoe obecneyeHue;

Mocne Toro Kak Tbl Bbln4elWb C calTa, rae BBOAMA JIMYHYKO MHGOPpMauuio, 3aiau B
HacTporkn 6pay3epa n yganu cookies;

MNepunoanyeckn NpoBepsn, Kakme nnaTHble YCAYrn akTMBMpPOBaHbl HAa TBOEM HOMepE;
[asai cBo HoMep MO6UNbHOIro TenedoHa TObKO NOASAM, KOTOPbIX Tbl 3HAELb U KOMY
AoBepsiellb;

Bluetooth pgomxkeH 6bITb BbIKAOYEH, KOrga Tbl UM He nonb3yewbcd. He 3abbiBan
MHOrAa NpoBepsSThb 3TO.

Online urpbl

CoBpeMeHHble OHAAMH-Urpbl - 3TO Kpaco4yHble, 3axBaTbiBalowMe pasBedyeHus,
06beanHAOLWNE COTHU ThICAY YenoBeK No BCeMy MUpPY. NIrpokn nccneayoT AaHHbIA UM
Mup, obwatoTca Apyr C APYroMm, BbIMNOMHSAIOT 3af4aHus, CPaXakTCs C MOHCTpPaMu WU
nosy4YatoT OnbIT. 3a YyAOBOMLCTBME OHM NAATAT: MNOKynakwT AWCK, OnaaduBatoT
aboHeMeHT nnun npnobpeTatT Kakne-To onumu.

Bce 3Tn cpeactBa vAyT Ha noAadepXaHue W pasBUTME Urpbl, @ TakKXe Ha camy
6e30nNacHOCTb: COBEpPLUEHCTBYKTCA CUCTEMbI aBTOpPU3auUMW, BbIMNYCKAKOTCA HOBble
natum (undposble 3ansaTtkn Ang NporpaMm), 3aKpbiBaOTCA YSA3BMMOCTM CEPBEPOB.

B nonobHbIX nrpax CTOMT onacaTbCs HE CTONIbKO CBOMX COMEPHMKOB, CKOMbKO KpaXmu
TBOEro naposnsi, Ha KOTOPOM OCHOBaHa CUCTeEMa aBTopm3auum 60NbLINHCTBA UTP.
OcHoBHble coBeTbl N0 6€30MacHOCTX TBOEro MrPOBOro akkKayHTa:



1. Ecnn ppyron wurpok BegeTr cebs nnoxo wuauM cosgaetr Tebe HEenpUSTHOCTH,
3abn10KMpyKn ero B CNCKe UIPOKOB;

2. MMoxanynca agMUHUCTpATOpaM Wrpbl Ha MJIOXOe MNOBEeAEeHMe 3TOro WUrpoka,
XenaTtenbHO NMPUIoXKNTb Kakme-TO A0oKa3aTeNbCTBa B BUAE CKPUHOB;

3. He yka3sbiBal N1M4YHY0 MHpOpMaumio B npodaiine urpsbl;

4. YBaxan Apyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeoduLmManbHble NaTtum U Moabl;

6. icnonb3yin cnoxXHble U pasHble Naponu;

7. Jaxxe BO BpeMsA Urpbl He CTOUT OTK/KOYaTb aHTMBUpPYC. [oKa Tbl Urpaewb, TBOMU
KOMMNbIOTEP MOrYT 3apasuThb.

DULIKHT unm KpaXxa NMNYHbIX AaHHbIX

O6bluHOWM Kpaxel AeHer M AOKYMEHTOB CErofHs yXe HWUKOro He yAuBULLb, HO C
pPa3BUTUEM WHTEPHET-TEXHONOMMIA 3/10YMbILLIEHHUKN NEpPeMecTUINCb B UHTEPHET, U
NpoAo/KAT 3aHMMaTbCs "NobuMbIM" aenoMm.

Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLWEHHNYECTBa UK GULLKHE, rNaBHas uenb
KOTOPOro COCTOUT B MNOJIYyYEeHUN KOHPUAEHUMANbHbLIX AaHHbIX MOfib30BaTenen -
JNIOrMHOB 1 Naponen. Ha aHrnunckom asbeike phishing untaetcs kak puwmHr (ot fishing
- pbibHasa noens, password - Naposb).

OcHoBHbIe coBeTbl Mo 6opbbe ¢ HULWKNHIOM:

1. Cnegn 3a cBOMM akKkayHTOM. Ecnm Tbl nopo3peBaelb, YTO TBOS aHkeTa 6binia
B3/10MaHa, To Heob6xoammo 3abnokmMpoBaTb ee 1 CoobWNTb aAMUHUCTPaTopaM pecypca
06 3TOM KaK MOXHO CKopee;

2. Wcnonb3yn 6e3onacHble Beb6-caiTbl, B TOM 4uMCNe, WHTEPHET-MarasMHOB W
NMOUCKOBbIX CUCTEM;

3. icnonb3yn CNoXHble 1 pasHble naponu. Taknum obpasoM, ecnn Teba B3noMalT, TO
3/10YMbILWNEHHMKN NoayYaT AOCTYN TONbKO K OAHOMY TBOeMy Mpoduito B CETU, a He
KO BCeM;

4. Ecnn Tebss B3noManu, TO HeobxoaMMO npeaynpeauTb BCEX CBOMX 3HAKOMBbIX,
KoTopble aobaBneHbl y Teba B Apy3bsx, 0 TOM, 4yTo Teba B3noMann u, BO3MOXHO, OT
TBOEro MMeHn 6yaeTt paccbiiaTbCs CNaM M CCbIIKM Ha PULLMHIOBbIE CalThbl;

5. YctaHoBM HagexHbln naponb (PIN) Ha MObunbHbIN TenedoH;

6. OTKNOUM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan dannbl U Apyrue BAOXEHUS B NUCbMax, AaXe eCnv OHU MpUuLIn oT
TBOMX Apy3en. Jlydwe yTOUHU Y HUX, OTNpaBnsaun n oHn tebe atn dannel.

LUudposas penytauums

LUndposas penytaums - 3To HeraTMBHas MM No3nTUBHas MHdOpMaums B ceTu o Tebe.
KomnpomeTupytowas vHdopMaums, pasMelleHHas B UHTEPHETE, MOXeT Cepbe3HbIM
06pa3oM OTpasnTbCsA Ha TBOEN peanbHOM XU3HU. "Lindposas penytauma" - 310 TBOMU
UMNAXK, KOTOPbIA hopMupyeTcsa us nHdopmaumm o tebe B MHTepHeTe.

TBOE MEeCTO XUTenbCTBa, Yy4yebbl, TBOe MHAHCOBOE MONOXEHNE, O0CO6EeHHOCTH
XapakTepa u pacckasbl 0 61M3KNX - BCE 3TO HaKanJMBaeTCs B CETU.



MHorme NoApOCTKM JIEFKOMbICNIEHHO OTHOCATCS K Ny6/nKaumMu NTMYHOM MHMOopMaunm B
NHTepHETEe, He MOHMMAasa BO3MOXHbIX NOCNEeACTBUIA. Thbl AaXKe He CMOXeLlb AorafaTbCs
0 TOM, yTo oTorpadcdus, pasmelleHHas 5 neT Hasad, CTana NpUYMHON OTKa3a NMPUHATb
Tebsa Ha paboTy.

KoMMeHTapun, pasMelleHne TBoux doTtorpadpuin n apyrue AencTBUS MOryT He
MCYE3HYTb Aa)ke Nocfe TOro, Kak Tbl UX yAanub. Tbl HE 3Haelb, KTO COXpPaHW 3Ty
nHdopMaumo, nonasa M OHa B MOWUCKOBble CUCTEMbI M COXpaHWIacb NM OHa, a
rnaBHoe: 4YTO nogyMatoT o Tebe okpyXxatowme AN, KOTopble HAKAYT U YBUAAT 3TO.
Hantn nHdopmaumo MHOro neT Cnycrst CMOXeT Ntobol - Kak n3 aobpbix NobyxaeHui,
TakK U C HAMEpPEHMEM NPUYNHUTL Bpea. ITO MOXET ObiTb KTO Yro4HO.

OcHOBHbIe coBeTbl N0 3alumTe UMdpPoBOM penyTaumun:

1. Moagyman, npexae 4eM 4to-TO NybnmMkoBaTb M NepenaBaTtb Yy cebsa B 6nore mnm B
couunanbHOM ceTu;

2. B HacTpolikax npoduns ycTaHOBM OrpaHMYeHMs Ha NPOCMOTP TBOero npodunsa um
€ero coaep>Xxumoro, caenan ero Tonbko "ans apysen”;

3. He pa3Mewan n He ykasbiBal MHHOPMaLUKIO, KOTOpasi MOXET KOro-nnbo ockopbnaTtb
nnu obmxatb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKOJIbHUKM - aKTMBHbIE MOJSb30BaTeNn UMEOPOBOro MNpOCTPaHCTBA.
OpHako Aaneko He BCe 3HaOT, YTO NOJSIb30BaHME MHOMMMM BO3MOXHOCTSMU LM poOBOro
Mupa TpebyeTt cobntoaeHmsa NpaB Ha UHTENNEKTYyaslbHY0 COBCTBEHHOCTb.

TepMUH "WMHTennekTyanbHas COO6CTBEHHOCTb" OTHOCUTCH K pPasfiMYHbIM TBOPEHUSM
YyesioBEYEeCKOro yMa, HauduMHasi C HOBbIX M306peTeHMin M 3HaKoB, 0603HauvarLWwmx
CO6CTBEHHOCTb Ha MNPOAYKTbl W YCNAYyruM, U 3aKaHumBas KHuUramm, dotorpaduamm,
KMHOMUNIBbMaMN U My3blKaslbHbIMW NPOU3BEAEHUSMU.

ABTOpCKME npaBa - 3TO nMpaBa Ha WHTENNEeKTyalbHYyl0 COBCTBEHHOCTb Ha
NnpomM3BeAeHUs HayKu, nutepatypbl M WCKycCTBa. ABTOPCKME MNpaBa BbICTYMNalT B
KayecTBe rapaHTuUm TOro, YTO MHTENEKTYaNbHbIN/TBOPYECKMI Tpya aBTopa He byaeTt
HanpacHbIM, AacT eMy ChnpaBeanvMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOero Tpyaa, nosy4mTb U3BECTHOCTb M Npu3HaHue. HUKTo 6e3 paspelLeHus aBTopa
HEe MOXeT BOCMPOM3BOAUTL €ro npou3BeAeHue, pacnpocTpaHaTb, MNy6anyYHO
AEeMOHCTpMpoBaTb, MpoAaBaTb, WMMNOPTUPOBATb, MycKaTb B MpokaT, nybanyHo
MCMNOMHATbL, NOKa3blBaTb/UCMONHATE B 3Mpe uin pasmewaTb B IHTepHeTe.
Ncnonb3oBaHue "nupaTckoro” nporpaMMHoOro obecrnevyeHms MoXeT NPpUBECTU K MHOTUM
pucKaMm: OT NoTepu AaHHbIX K TBOMM akKayHTaMm 40 6/10KMPOBKWM TBOEro yCTPOMCTBA,
rae ycraHoBNeHa HeneranbHas nporpamma. He cromT Takxke 3abbiBaTb, 4TO
CYLLEeCTBYIOT NneranbHble 1 6ecnnaTHble NporpaMMbl, KOTOPbie€ MOXHO HalTWU B CETU.

O noprane

CeTeBMYOK.pdd - TBOM rNaBHbIX COBETYMK B CeTU. 34eCb Tbl MOXeWb Y3HaTb O
6e30NacHOCTU B CETM MOHSATHbIM W AOCTYMHbIM $3bIKOM, @ MNpPXM BO3HUKHOBEHWUMU
KPUTUYECKON CUTyaunm obpaTuTbCs 3a COBETOM. A TakXe MpUHATbL y4yacTue B
KOHKYpCax M CTaTb CaMbiM LN(PPOBbLIM rpaxaaHNHOM!



